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VIRTUAL PRIVATE NETWORK (VPN)

The Virtual Private Network (VPN) is software solution that allows users connect to the internet without
exposing the IP address of their device. Recently, the use of VPNs by Nigerians has seen a massive
increase. With little or no knowledge on how VPN operates, many users allow it to run while performing
some sensitive transactions such as online banking, thus giving unscrupulous VPN service providers the
leverage to decrypt and steal their credentials i.e., credit/debit Card details, home addresses and other
sensitive information to sell them out or use them for other malicious activities.

e Avoid using Free VPNs.
e Avoid using VPNs for financial transactions.
e Avoid Running any app that contains sensible information even in the background

NEW ZERO-DAY EXPLOIT IN DESKTOP WINDOW MANAGER

A zero-day vulnerability was discovered by Kaspersky. The new zero-day exploit is a Microsoft Windows
component that is known as desktop window manager. Once this vulnerability is exploited, an escalation
of privilege happens, which allows attackers to execute arbitrary code on a victim’s device.

e Install patches released by Microsoft on all vulnerable systems.

MALWARE INFECTED JOB OFFERS ON LINKEDIN

Hackers are sending compromised and malicious website links to job seekers using zip files to target
victims based on the job description on their LinkedIn profile via LinkedIn messages. The aim is to infect
victims’ devices with malware to steal data. Once the zip file is opened on a Microsoft Windows device, the
victim’s device gets infected and the malware takes complete control, allowing attackers to remotely use
the system for malicious purposes.

e Do notclick on links from unknown and anonymous users.
e Turn-on 2 Factor Authentication to keep your LinkedIn account safe from hackers.
o Use complex passwords and change them periodically.

IGVM RANSOMWARE

IGVM is a file-encrypting ransomware infection that restricts access to data (documents, images, videos) by
encrypting files with the “. igvm” extension. It attempts to extort money from victims by requesting for
ransom in the form of bitcoin cryptocurrency to regain access to data.

e Have backup and recovery plan for all critical information.

e Use application whitelisting to help prevent malicious software and unapproved programs from
running.

e Keep operating system and software updated.

e Scan software downloaded from the Internet before installing.

e Do not follow unsolicited web links in emails.

e Do not download or open suspicious email attachments.
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